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DIRECTOR’S

PERSPECTIVE

Teamwork is an important ingredient
in AUSTRAC’s work, and again this
year our staff and contractors, in all
areas of the agency, have contributed
greatly to AUSTRAC achieving output

The 2001-02 reporting year has been very
challenging for AUSTRAC. We continued
our focus of making a valued contribution
towards a financial environment hostile to
money laundering, major crime and tax
evasion both domestically and
internationally. The events of 11
September 2001 not only highlighted the
horrific social and economic
consequences of terrorism, but also drew
attention to issues associated with the
financing of those crimes. Financial
intelligence is a key component in
Australia’s front line deterrence against
terrorism. The financial transaction reports
(FTR) information conveyed to AUSTRAC is
seen as a key source of intelligence in
identifying the financing of terrorism. This
has highlighted the increasing importance
of this type of information in identifying
the financing of crime generally, including
money laundering.

The focus on terrorist financing has
caused a significant change to our
priorities and highlighted the need for
more sophisticated technology and more
highly developed analytical skills.

In the coming year the programs
implemented by the Government to
counter terrorism and to assist with

Vi

and outcome requirements.

taxation compliance will also have a
further impact on AUSTRAC and
consequently our priorities.

During the reporting year, we had some
major staffing changes in our executive
positions. Most prominently, our Director
for the past six years, Elizabeth Montano,
left on 31 December 2001. Deputy
Director, Graham Pinner, who had been
with AUSTRAC since its inception also left
early in the reporting year. AUSTRAC has
implemented a number of strategies to
assist in meeting the increased workload
stemming from our staff changes, and the
additional requirements flowing from
September 11.

Two strategies have been to re-focus
AUSTRAC's structure and review our
systems, in order to maintain the
effectiveness of Australia’s program to
counter the financing of crime. The review
of our structure incorporated the views of
front line staff to create a structure that
will assist us in prioritising our work in this
changed environment.

We have also reviewed the management
of our information technology (IT) assets
and IT work program. As a result, we have
moved from ownership of IT capital
equipment to a leasing arrangement. We



have strategically re-positioned AUSTRAC to handle far
greater information processing and have reduced our overall
mainframe maintenance costs. We have put on hold the
knowledge management program which was partially
completed during the year, but have maintained focus on
our EDDSWeb project, which will provide greater ability for
cash dealers to report to us electronically thus minimising
their costs and our costs.

Throughout the reporting year, we have continued to have the
strong support of AUSTRAC'’s partner agencies. Our analytical
output, coupled with the partner liaison and support program, has
continued to be of significant value and growing benefit to our
partner agencies. We are working with them to produce further
innovative solutions to continue AUSTRAC’s vital work in
contributing to the Government’s law enforcement, revenue and
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national security programs. This year there
has also been an increase in the number
of agencies who have access to our
financial transaction reports information,
both domestically and internationally.

In the regulatory program, we have had a
sizeable increase in the number of cash
dealers reporting to us, and in the number
of financial transaction reports provided to
us. We have also continued our close
working relationship with cash dealers and
their representative organisations. This
has involved work to ensure a cost-
effective anti-money laundering regulatory
program, focusing on minimising costs to
the cash dealers.

This year it has been necessary to re-focus
our involvement in the international anti-
money laundering and terrorist financing
programs. Although relinquishing the lead
role in the Australian co-ordination
committee and Australian representation
with the Financial Action Task Force on
money laundering, we have maintained a
strong advice and support role in the
Australian co-ordination committee.
AUSTRAC has recently been elected to the

position of Co-vice Chair of the Egmont
Committee and as Head of the Oceania
Region for the Egmont Group of Financial
Intelligence Units. As a consequence,
Australia will have major input into the
direction of the Egmont Group and into the
development of the fast growing number
of financial intelligence units around the
world and their work. | am extremely
pleased to be able to report on the
continuing international recognition of
AUSTRAC.

Teamwork is an important ingredient in
AUSTRAC’s work, and again this year our
staff and contractors, in all areas of the
agency, have contributed greatly to
AUSTRAC achieving output and outcome
requirements. In particular, | would like to
thank staff and contractors for the strong
support | have been given as Acting
Director over the past six months.

We are looking forward to the many new
challenges we are facing next year.

Neil J Jensen PSM
Acting Director

The AUSTRAC Management Board. (I-r) Liz Atkins, Martin
French, Ric Power and Neil Jensen
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Commonwealth bodies, such as
the Australian Transaction Reports
and Analysis Centre (AUSTRAC), are
required to prepare annual reports
for tabling in Parliament.

The annual report plays an important
accountability role, allowing Parliament
and more generally the public, to be
informed of AUSTRAC’s activities and
achievements during the past twelve
months. In preparing this year’s annual
report, AUSTRAC has been particularly
mindful of the different groups of readers
who may refer to the annual report. We
have incorporated:

= a compliance index which allows
Parliament and other interested parties
to easily assess how AUSTRAC has
complied with the Requirements for
Annual Reports, issued by the
Department of the Prime Minister and
Cabinet;

= gspecific sections aimed at cash
dealers, solicitors, the public and other
entities with reporting obligations under
the Financial Transaction Reports Act
1988;

= sections showing how we interact with
our partner agencies and how we are
refocusing our work to maximise our
assistance to them; and

OVERVIEW

AND READER’S GUIDE

= a highlights section, allowing quick
insights into AUSTRAC’s achievements
throughout the reporting year.

Chapters 1 to 3 form the agency overview
section, containing general information on
AUSTRAC's structure and operations and
offering the reader a ‘big picture’ view of
the agency. Chapters 4 to 10 form the
performance reporting section, outlining
AUSTRAC’s achievements towards fulfilling
our outcome and output objectives. The
appendices contain important additional
information such as the committees in
which AUSTRAC participates. A glossary is
located at the end of the annual report.

Further information or feedback on the
annual report can be made by writing to the
Annual Report Contact Officer, GPO Box
5516, West Chatswood, NSW 1515, by
telephone on 02 9950 0055, or by email to
annrep@austrac.gov.au.

The annual report is also accessible on
AUSTRAC’s website at
http://www.austrac.gov.au



HIGHLIGHTS

OF THE YEAR

New partner agencies

This year we had a further increase in the
number of partner agencies to which we
provide FTR information with the inclusion
of the Royal Commission into the Western
Australia Police?, the Anti-Corruption
Commission in Western Australia, the Crime
and Misconduct Commission in
Queensland? as well as the HIH Royal
Commission® and the Building and
Construction Industry Royal Commission.
This brought the total number of partner
agencies who access AUSTRAC data to
twenty nine.*

Vanuatu Memorandum of

Understanding

In March 2002, a Memorandum of
Understanding (MOU) was signed between
Australia and Vanuatu for the cooperation in
the exchange of financial intelligence. The
MOU was signed by the Minister for Justice
and Customs, Senator the Hon. Chris Ellison
and the Vanuatu Minister of Internal Affairs,
the Hon. Joe Natuman. Under the MOU,
AUSTRAC and the Vanuatu Financial
Intelligence Unit agree to cooperate with
each other in the exchange of information
which may assist in the investigation and
prosecution of persons suspected of having
engaged in money laundering or other
serious criminal activity. AUSTRAC now has
the ability to exchange financial intelligence
with eight of our foreign counterparts.

Minister for Justice and Customs

As a result of the Federal election in
November 2001, Senator the Hon. Chris
Ellison retained the Justice and Customs
portfolio. This year, AUSTRAC has continued
to work closely with the Minister on issues
including international cooperation to track
terrorist financing; enhancing cash dealer
compliance with the Financial Transaction
Reports Act 1988 (FTR Act) and forging
strong relationships with our partner
agencies through the exchange of our
valuable financial intelligence.

The Minister for Justice and Customs,
Senator the Hon. Chris Ellison and Vanuatu’s
Minister of Internal Affairs, the Hon. Joe
Natuman after the signing of the MOU
between the two countries.

: Royal Commission into whether there has been any corrupt or criminal conduct by Western Australia Police

officers.
2

Crime and Misconduct Conduct Commission (CMC) involved the incorporation of the Queensland Crime

Commission and Criminal Justice Commission into one organisation.

3 Royal Commission relating to the failure of HIH Insurance Group.

4 During the year there were 30 agencies who accessed AUSTRAC data but with the incorporation of the two
Queensland organisations into the CMC at the end of the reporting year, this was reduced to 29 partner

agencies.



Proof of identity

The AUSTRAC Proof of Identity Steering
Committee has undertaken significant work
in scoping and developing a study to
commence early in the new reporting year
on the extent and cost of identity crime to
the Australian community. The study will be
funded by the private sector and members
of government agencies of the Committee.
Anecdotal evidence is that identity crime is
a significant issue and that such crime is
increasing. The study will confirm whether
this is correct and form a solid basis on
which governments can take action.

Cash management trusts

After extended consultation with the
financial sector, legal advice was finalised
on the application of the FTR Act definitions
of ‘account’ and ‘signatory’ to cash
management trusts. As a result, AUSTRAC
has been working with industry to find
practical ways of applying the customer
identification provisions of the FTR Act to
cash management trusts. This work will
continue in the new reporting year, with a
deadline of 31 October 2002 for
compliance.

Executive involvement in the Egmont
Group of Financial Intelligence Units
Our Acting Director attended the 10th
Egmont Group of Financial Intelligence
Units (FIUs) meeting held in Monaco from
4 -7 June 2002. A significant purpose of
the meetings in Monaco was to establish
regional groupings and an Egmont steering
committee. The regional groupings were
decided around the continental groupings
of Europe, the Americas, Asia, Oceania and
Africa. The elected heads of each of these

groups, together with the heads of each
Working Group, comprise the Egmont
Committee. The Acting Director was elected
to the position of Head of the Oceania
Region and also as Co-vice Chair of the
Egmont Committee. Australia will host the
Egmont Group Plenary Meeting in Sydney in
July 2003. This is a significant step in both
the work of the Egmont Group and
Australia’s involvement in that Group.

Outposting of AUSTRAC staff

The Money Laundering Targeting branch
undertook a review of our outposting
arrangements this year to gauge its
effectiveness. A representative from each
host partner agency was provided with a
survey covering the period 1999-2001 and
asked to comment on a range of issues.
Answers were cross-referenced with other
variables including the volume of
searching, the number of training sessions
conducted and other support provided to
the host partner agency. The results
confirmed the effectiveness of the
program. Highlights include:

= increased integration of financial
intelligence into illicit drugs and serious
crime investigations;

= animprovement in the integration of
financial intelligence into the standard
operational procedures within
investigations;

= ademonstrated increase in the overall
awareness of the value and benefits of
using FTR information; and

= noticeable improvement in the level of
sophistication in the use of the TRAQ
Enquiry System (TES2000).
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AUSTRAC Annual Report receives
Special Commendation

The Institute of Public Administration
Australia announced its Annual Reports
awards in June 2002 and awarded the
AUSTRAC Annual Report 2000-01 a special
commendation. The judges report noted
that “AUSTRAC presented a report that was
readable, lively and informative.

It is commended for its transparency and
clarity in explaining its role, functions and
management systems. Its tabular
presentation of performance information,
covering quality, quantity and contribution
to outcome, was very well done.™

International dissemination of FTR
information

As a result of the passing of the
Suppression of the Financing of Terrorism
Bill 2002 through parliament late in the
reporting year, there will be major changes
to the way in which FTR information can
be communicated to foreign countries. The
Director of AUSTRAC can now undertake
spontaneous referral of financial
information to overseas counterparts
(subject to entering into MOUs and other
limitations).

AUSTRAC's record of better practice

At the suggestion of the Office of the
Federal Privacy Commissioner, the
National Office for the Information
Economy included AUSTRAC on their Better
Practice Website for ensuring that privacy
obligations are met.

The Defence Signals Directorate (DSD)
reviewed Version 2 of AUSTRAC’s
EDDSWeb system, commenting that the
“Data Delivery System is an example of
high quality code which was written with
security integrated into the design of the
application”.

The Australian National Audit Office
(ANAO) undertook a protective security
audit as part of a broader Commonwealth

The 2000- 2001 AUSTRAC Annual Report

review. The ANAO advised us, informally,
that our physical security framework is
deemed to be “better practice”.

In response to the dissemination of
AUSTRAC's financial intelligence to an
overseas Financial Intelligence Unit, the
FIU made the following comment: “This
report, including FTRs [financial
transaction reports] and link charts, has
proved invaluable in showing each
individual’s involvement and to what
extent”. In respect of a dissemination to
another overseas FIU, that FIU
commented: “The report confirmed links
between several persons of interest in the
enquiry. Up until receipt of the report,
there was only one connection between
one of the persons and the account. The
information from the report has made that
link far more important”.

Refocusing of AUSTRAC resources

To improve its operating practices
AUSTRAC undertook a comprehensive
review of all of its internal business
procedures. Some developmental work
has been undertaken, and is ongoing, as a
result of this review.

1 Annual Reports Award: Judges’ Report 2000-2001, Judges’ report on departments & agencies reporting under
the Financial Management and Accountability Act. 12 June 2002 (page 18).

Xii



AUSTRAC’s Melbourne

As part of the review, an evaluation
exercise was jointly conducted by the
Information Technology (IT) and Corporate
Resources sections. The decision was
made during the reporting year to lease a
significant portion of IT mainframe
equipment as part of the IT capital
equipment upgrade plan. As a result of the
upgrade and move to a leasing
arrangement, we have strategically
positioned AUSTRAC to handle far greater
information processing and storage
capacities and reduce the overall
mainframe maintenance costs.

Data delivery

During the reporting year much work was
done on decreasing paper reporting of FTR
information. The two new data capture
strategies developed in the previous
reporting year (EDDSImage and EDDSWeb)
were implemented. The in-house scanning
unit is now fully operational. Other data
capture strategies were developed during
the reporting year for those cash dealers
without access to the internet. As a result,
paper reporting is diminishing and should
be minimal by the end of 2002.

Staff members in

office reviewing
operating practices.

The in-house scanning unit is now fully
operational. As a result, paper reporting is
diminishing and should be minimal by the
end of 2002.

Data mining - identifying essential tools
During the reporting year AUSTRAC
identified the need for new strategies to
support the vital output from our TargIT
monitoring application. Notable shifts in
patterns of activity which are indicative of
large scale drug trafficking, and the
increasing use of legitimate and low value
funds, such as in supporting terrorism,
were identified. This was coupled with an
increase of more than 25 per cent in the
number of unusual financial networks
generated by the TargIT application. New
tools such as sophisticated data mining
and neural network analysis applications
have been identified in a review conducted

Xiii



by AUSTRAC. These tools can assist
AUSTRAC and our partner agencies to
identify patterns, trends and specific
instances of financial activity related to
illicit drug trafficking, revenue evasion,
people smuggling and terrorist financing.
The review concluded that data mining
technology would also assist AUSTRAC to
prioritise the many potential criminal
networks that are identified by our TargIT
application and to ensure that the most
significant matters are referred to our
partner agencies in a timely manner. These
strategies will be pursued in the coming
year.

Staff opinion survey

A staff opinion survey was conducted
during the reporting year. The results have
provided an insight into how staff (and
contractors) feel about working at
AUSTRAC. Staff have participated in the
development of actions to deal with the
issues raised. These have included the
establishment of a working group to review
our Individual Performance Management
System. The results of the survey also
assisted with workplace planning.

Xiv

Our increasing outputs

All areas of our work have increased
significantly during the reporting year.
Reports of financial transactions increased
by almost 15 per cent. Queries to our Help
Desk increased by 75 per cent. We also
identified 32 new cash dealers. The
number of partner agencies that we
support increased by more than 13 per
cent. The number of registered users in our
partner agencies for online access
increased by more than 14 per cent. Some
agencies increased their access to
AUSTRAC applications by up to 40 per cent,
with the ATO usage of AUSTRAC’s SMR
application increasing by 114 per cent. Our
partner agencies advised of a 165 per cent
increase in the number of investigations
they are pursuing involving the use of
AUSTRAC’s data, with an increase of almost
155 per cent in matters which were
considered to be of major significance. The
number of unusual financial networks
generated by our TargIT application
increased by more than 25 per cent.

Jeof Falls from The
Empower Group met
with staff and
management and
discussed the
findings of the
AUSTRAC Employee
Opinion Survey.
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the agency: an overview

agency
overview

chapter 1

The Australian Transaction Reports and Analysis Centre (AUSTRAC) was established in 1989
under the Financial Transaction Reports Act 1988 (FTR Act). AUSTRAC is part of the
Attorney-General’s portfolio, which is responsible for a broad range of law and justice
matters and services. AUSTRAC reports to the Minister for Justice and Customs, Senator the

Honourable, Chris Ellison.

Attorney-General's Portfolio Overview

Attorney-General’s Department
Solicitor-General

Office of Parliamentary Counsel
Australian Government Solicitor
Australian Customs Service
Alternative Dispute Resolution

Office of the Director of Public
Prosecutions

Constitutional law

Censorship

Courts and tribunals

Criminal law and law enforcement

Australian Federal Police

Australian Transaction Reports and
Analysis Centre

Australian Institute of Criminology
Commonwealth Law Enforcement Board
Criminology Research Council

National Crime Authority

Common Police Services

Australian Bureau of Criminal Intelligence
Australian Centre for Policing Research
Australian Institute of Police Management
National Crime Statistics Unit

National Institute of Forensic Science
Crimtrac

Human rights
Law reform
Marriage and family law

National security, counter terrorism and
protective security policy and
coordination

Privacy

Royal Commissions (Administrative
Support)

Insolvency and Trustee Service, Australia
Administrative law

AUSTRAC is Australia’s anti-money laundering regulator and specialist financial intelligence
unit. Our main activities include the collection, analysis and dissemination of financial
information from the wider financial services and gambling sectors and members of the
public. Our mission is to make a valued contribution towards a financial environment hostile
to money laundering, major crime and tax evasion. We do this in a number of ways.
AUSTRAC works to ensure that financial service providers and other specified groups (our
‘cash dealers’) identify their customers and so reduce the occurrence of false name bank
and other accounts. We also oversee compliance with the reporting requirements of the FTR
Act by a wide range of financial service providers, the gambling industry, and others.
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MB3IAIBAO
fouabe

Acting Director
Neil Jensen

Acting Deputy Director

Money Laundering
Targeting

Ric Power

Deputy Director

Money Laundering
Deterrence

Liz Atkins

Deputy Director
Information Technology
Martin French

austrac:
the organisation

Senior Manager
Partner Liaison and

Senior Manager
Money Laundering

Support Monitoring
Wendy Ward John Visser
Senior Manager Senior Manager
: ATO Liaison and
IT Security Support
Jill Scott Paul Ryan
Manager Manager
Compliance Reporting
Andrew Gors lain McAlister

Senior Manager Senior Manager

Corporate Policy and
Resources Coordination
Alf Mazzitelli vacant
Manager Manager
IT Facilities IT Systems
Andrew Johnston Kiru Manavalan

Figure 1.1: AUSTRAC'’s
management structure as
at 30 June 2002
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Cash dealers are defined
toinclude:

financial institutions
financial corporations

“AUSTRAC works to ensure that insurance companies and
financial service providers and other securities dealers and
specified groups (our ‘cash dealers’) futures brokers

. . . h i

identify their customers and so anagers S
reduce the occurrence of false name of unit trusts

” firms dealing in travellers
bank and other accounts. ehequos. money ordors
and the like

currency and bullion dealers

casinos, gambling houses,
bookmakers and
Totalisator Agency Boards (TABs)

Through our compilation and analysis functions, we monitor and identify financial
intelligence related to money laundering, drug trafficking, people smuggling, terrorist
financing, other serious crime and major tax evasion.

We provide this financial intelligence to numerous partner agencies spanning
Commonwealth, State and Territory law enforcement, revenue and national security
agencies, and Royal Commissions.

Money laundering and other serious crimes are global issues.To achieve our mission,
AUSTRAC has taken a larger role in the international arena. We work with a number of
different international anti-money laundering organisations and also work closely with
foreign financial intelligence units to develop strategies and systems for effective analysis of
financial information as well as exchanging information.

AUSTRAC’s organisational structure is divided into three branches: Money Laundering
Deterrence, Money Laundering Targeting and Information Technology. The Money
Laundering Deterrence branch is responsible for liaison with cash dealers and solicitors and
informing the public to ensure that financial transaction reports are received as required
under the FTR Act. Work is also undertaken on the quality of data received to ensure that
the most accurate information is available for our partner agencies. The branch also
includes Corporate Resources, Security and Privacy, and Policy Development

The Money Laundering Targeting branch is responsible for the analysis and dissemination of
the financial transaction reports received from cash dealers. The branch works closely with
our partner agencies to maximise the integration of financial information into their
operations. The branch also includes IT Security.

The Information Technology branch supports the agency by providing IT development,
support and infrastructure.

More information on these branches can be found in the following chapters.

>
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The Director

Appointed by the Minister under section 36 of the FTR Act, AUSTRAC’s Director has statutory
obligations which involve collecting, retaining, compiling, analysing and disseminating FTR
information. The Director provides advice and assistance concerning FTR information to
heads of law enforcement and revenue agencies the national security agency and specified
Royal Commissions. The Director also issues guidelines to cash dealers about their
obligations under the FTR Act and FTR Regulations.

In December 2001, Elizabeth Montano resigned as the Director of AUSTRAC. Neil Jensen,
the Deputy Director for Money Laundering Targeting took over as Acting Director until a new

2
@
S,
m . . .
2 Director is appointed.

&8
®
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Senior Executive Service AUSTRAC's Management

] ) Board, consisting of the
Two of the three Deputy Directors are appointed under the Acting Director, the Deputy
Public Service Act 1999. The third is a contractor Directors of Information
responsible for Information Technology management. The Technology, Money

: . Laundering Deterrence and
Director and the three Deputy Directors form the AUSTRAC the Acting Deputy Director of

Management Board (AMB) which advises the Director on Money Laundering Targeting.
business issues.

Executive Level Officers
Senior managers are appointed to AUSTRAC under the Public Service Act 1999.

Australian Public Service Officers

The remainder of our public service staff is also appointed to AUSTRAC under the Public
Service Act 1999.

Contractors

Working primarily in the IT branch, under the direction of the Director and the Deputy
Director for Information Technology, the contractors have expertise in the latest technical
knowledge. In addition, AUSTRAC also contracts people who provide specialist technical
knowledge in the areas of the financial sector, security, property and human resources.

Statistics relating to staffing information are presented in Appendix I.




money laundering deterrence:

an overview
chapter 2

The Money Laundering Deterrence (MLD) branch is responsible for regulatory and corporate

resources issues. This covers:

= Primary Output 1 - deterring money laundering, serious crime and tax evasion;

= Primary Output 3 - advice on the effectiveness of the Financial Transaction Reports Act

1988 (FTR Act);

< Primary Output 5 - privacy and security; and
= Enabling Output 1 - corporate services.

The functional areas of the branch are Reporting and Compliance, Corporate Resources,

Security and Privacy, and Policy and Coordination.

The Reporting and Compliance section is primarily responsible for primary output 1. In this
regulatory role, AUSTRAC oversees compliance with the FTR Act. This involves working
closely with cash dealers to ensure that they understand and comply with their obligations

—-—
L e “_“u'\l'.l
: :
L
r

under the FTR Act to identify their
customers and report certain
transactions to AUSTRAC. Inspections of
cash dealer compliance (audits) are also
conducted to ensure that the reporting
requirements of the FTR Act are met.

As a result of the events of September
11 2001 a new focus was placed on the
suppression of terrorist financing this
year. Through the Inter-Departmental
Committee on the Suppression of
Terrorist Financing, AUSTRAC worked
with other government agencies and
cash dealers to develop procedures for
the early identification and freezing of
funds related to terrorism. The
application of the customer identification
provisions of the FTR Act to cash
management trusts (CMTs) also
continued to be a major focus this year.

We worked to reduce the amount of
paper reporting, encouraging cash
dealers to report electronically.
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Electronic data delivery systems (scanning and
web-based) came into operation late in the
reporting year. Several other methods of
electronic reporting have also been developed,
particularly to assist smaller cash dealers. We
have also commenced working with several of
the larger cash dealers to develop solutions
using their intranets.

AUSTRAC's Corporate Resources section
supports all the primary output groups. It is
responsible for administration, finance and
property services, human resource management
and corporate information management. In the
2001-02 reporting year, a major focus was
identifying budgetary savings.

The Policy and Coordination section works with
all areas of AUSTRAC to enhance the
effectiveness of the FTR Act. This reporting year,
our major policy project has been the review of
the FTR Act, as well as work relating to
AUSTRAC's international responsibilities. During
the reporting year we restructured the section to
place a senior policy officer in Canberra. This will
take effect early in the new reporting year. It will
strengthen AUSTRAC's relationship with the
Attorney-General's Department and with other
Canberra-based departments and agencies. It
will also assist other areas of AUSTRAC’s work,
as the officer will be able to attend many
meetings taking place in Canberra and keep
AUSTRAC abreast of various policy issues.

The Security section is responsible for physical
security, fraud awareness and privacy. This
reporting year has seen the finalisation of a new
fraud control plan and a security risk
assessment. AUSTRAC has recently been
involved in a protective security audit by the
Australian National Audit Office (ANAO) and we
were pleased to be informed that we represent
better practice in physical security.
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an overview

chapter 3

The efforts of the Money Laundering Targeting (MLT) branch are directed towards:

= Primary Output 2 - targeting money laundering, serious crime and tax evasion;

= Primary Output 4 - contribution to international efforts to suppress money laundering,
major crime and tax evasion; and

= Primary Output 5 - privacy and security.

The focus of the branch is to ensure effective use of the valuable financial information
provided by cash dealers, solicitors and members of the general public. It is not enough to just
have a regulatory program to deter money laundering, terrorist financing and other serious
crime and tax evasion. We must also confront these serious crime and tax issues through
effective integration of financial information into law enforcement, revenue and national
security agency investigations and through compliance activity. Our challenge is to see that
this effective use of financial transaction reports (FTR) information is achieved not only within
AUSTRAC, but also within the many agencies to which we make this information available. The
MLT branch has been reviewed recently to ensure it is structured to meet this challenge.

The MLT branch has been divided into four discrete sections: Money Laundering Monitoring
(MLM), Partner Liaison and Support (PLS), ATO Liaison and Support (ATOL&S) and
Information Technology (IT) Security. These sections work together and in partnership with
other agencies to maximise the ways that FTR information is used to identify new matters
for investigation, add value to ongoing casework and ensure proper protection of data.

Sections 27 and 27AA of the Financial Transaction Reports Act 1988 (FTR Act) specify the
Australian law enforcement, revenue and security agencies and Royal Commissions to which
the Director may communicate FTR information. At present these partner agencies total 29,
being:

= Australian Customs Service <= Australian Bureau of Criminal

- Australian Federal Police Intelligence

= Australian Securities and Investments = Criminal Justice Commission (Qld)*
Commission = Independent Commission Against

= Australian Security Intelligence Corruption (NSW)
Organisation = New South Wales Crime Commission

= Australian Taxation Office = Police Integrity Commission (NSW)

= Building and Construction Industry = Queensland Crime Commission*

Royal Commission = State and Territory Police Services (7)

= HiH Royal C.ommission. = State and Territory Revenue Authorities
= National Crime Authority (8)

= Anti-Corruption Commission (WA)

1 During the year the Criminal Justice Commission and the Queensland Crime Commission have been
incorporated into the Crime and Misconduct Commission (QId).

73
=
2
c
[}
>
<




money laundering targeting: an overview
austrac annual report 2001 - 2002

o
<
@
=3
@
=

AUSTRAC's Partner
Liaison and Support
Manager (Perth) and the
Chairman of the
Anti-Corruption
Commission at the signing
of the MOU between
AUSTRAC and the
Anti-Corruption
Commission.

We have a Memorandum of Understanding (MOU) in place with each

partner agency, setting out the framework for access to, and usage of FTR information by
these agencies. Included in each MOU are rules and conditions for online access to the
AUSTRAC database including levels and work areas with online access, privacy and security
requirements, feedback from agencies, and AUSTRAC's obligations to provide training and
support in relation to the access and use of FTR information.

The MLM section has a skilled team of analysts based in Sydney and Melbourne, focused
on monitoring the AUSTRAC database using our automated monitoring system, TargIT, to
identify unusual financial activity. They also evaluate and process suspect transaction
reports received by AUSTRAC. In addition, MLM staff play an important role in the work of
the National Crime Authority Agio task force. This task force, based at AUSTRAC's offices,
has representatives from the NCA, Australian Customs Service, Australian Federal Police,
Australian Securities and Investments Commission, Australian Taxation Office and
Australian Bureau of Criminal Intelligence and aims to develop matters generated from the
TarglT system to a level of operational interest.

The FTR information collected by AUSTRAC is stored in the primary database - the
Transaction Reports Analysis and Query (TRAQ) system - and delivered into partner agency
networks via secure encrypted data lines. There are three sub-systems within TRAQ, each
designed to deliver effective tools which assist in the extraction and analysis of the more
than 50 million financial transaction reports on the database. The TRAQ Enquiry System
(TES2000) is designed for online name, address, account, identification document and free
text searches. AUSTRAC’s data warehouse provides for extraction and analysis of FTR
information at a macro level and the TargIT system monitors the data on a daily basis to
identify unusual patterns of financial activity.

The PLS section works closely with AUSTRAC’s partner agencies to promote the effective use
of FTR information in agency operations. Eight of our PLS staff work onsite at our partner
agencies’ premises, providing training and support to 28 of our partner agencies in
accessing and using FTR data stored in the TRAQ database. Most of our support for the ATO
has been provided by the ATOL&S section, located in our head office at Chatswood. By
working closely with our partner agencies, AUSTRAC has provided significant input into
investigations carried out by these agencies.

The IT Security section works closely with our IT section and external agencies to ensure
that we comply with, or exceed, the required security standards.

10



outcome - output structure




Outputs and their components
Relevant chapter

Output 1
Deterring money laundering, serious crime and tax evasion

= collection of FTR information
= promotion of FTR Act compliance
= individual cash dealer compliance improvement

Output 2
Targeting money laundering, serious crime and tax evasion

< dissemination of FTR information

= provision of value added FTR information
through analysis

= promotion of effective use of FTR information

Output 3
Advice on the effectiveness of FTR Act

= reviewing the FTR Act

= advising industry bodies

= monitoring technological changes
in the financial sector

Output 4
Contribution to international efforts directed at the
suppression of money laundering, serious crime

and tax evasion

= participation at international forum

= exchange of intelligence data

= expanding the global network in fight against
money laundering

Output 5
Privacy and Security

ensuring the security of AUSTRAC information
ensuring the security of AUSTRAC resources
ensuring the security of AUSTRAC personnel
ensuring privacy

Enabling Output 2

Information Technology

= maintaining system availability

= developing IT solutions

= ensuring the safety and integrity of data

Enabling Output 1
Corporate Services

= delivering effective human resource
management
administering financial issues and
property resources
administering knowledge management




primary output 1

deterring money laundering,
serious crime and tax evasion

chapter 4

Introduction

The Reporting and Compliance (R&C) section of AUSTRAC has primary responsibility for
ensuring cash dealer compliance with the Financial Transaction Reports Act 1988 (FTR Act).
The legislation requires cash dealers to comply with a number of reporting, account
signatory identification and document retention provisions. These requirements are
designed to ensure cash dealers assist in maintaining an effective hostile environment to
money laundering, tax evasion and other serious criminal activities. AUSTRAC strives to
achieve best practice in fulfilling all of its regulatory activities.

AUSTRAC’s regulatory strategy is designed to achieve the following objectives:

= identification of cash dealers to be regulated by the FTR Act;

= ensuring cash dealers, solicitors and relevant industry bodies are aware of their
legislated obligations;

= monitoring and providing feedback on compliance; and

= enforcement action for non-compliance with the FTR Act.

AUSTRAC's regulatory strategy is based on an ongoing assessment of the potential risk of
non-compliance with the FTR Act. Factors considered include:

< the perceived value of FTR information;

= the cause of non-compliance, e.g. examples of systemic or ad hoc non-compliance;

= the compliance culture within cash dealer organisations;

= the presence of other regulators and industry associations; and

= intelligence from AUSTRAC’s partner agencies.

These objectives are achieved through regular industry consultation and a cooperative,
rather than confrontational, approach with cash dealers. This approach includes targeted
advertising, an educational campaign including presentations, newsletters, information
circulars and guidelines, the maintenance of a user-friendly website, assisting individual
cash dealers through the Help Desk, correspondence, meetings, and site visits as required.
Compliance inspections are also undertaken at cash dealer premises. These inspections

can vary from a comprehensive assessment of a cash dealer’s compliance control system
(joint studies), to an inspection of relevant records (audits).

13
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To assist the broader cash dealer community’s

understanding of the FTR Act’s regulatory requirements, —
AUSTRAC published its Compliance and Enforcement

Policy in October 2001. The policy clearly describes

AUSTRAC’s approach to handling cases of non-

]
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Specific Priorities
During the reporting year AUSTRAC focused on a

variety of issues including: . rr"“""F‘hnnJl:l.
Blareri ey

= the ongoing identification of high risk cash dealers
offering services such as international
remittances, exchange of foreign currencies and
bullion sales (this focus continues the

Government’s ongoing commitment to combat T

the impact of illicit drugs);

il o s

= analysis of the following sectors with a view to AUSTRAC published its Compliance
future inspection and educational work: and Enforcement Policy in October
- in-lendi tor: 2001. The policy clearly describes
margin-lending sector; AUSTRAC's approach to handling
emortgage originators; cases of non-compliance.
=solicitors; -

=bullion sellers;
=bureaux de change; and
«cash management trusts (CMT).

AUSTRAC continued its extensive consultations with the Investment Funds Services
Association (IFSA) regarding the signatory verification methods that CMTs can utilise to
ensure that signatories to accounts are properly identified as required by the FTR Act.
Consultation also involved the Australian Taxation Office, the Trustee Corporation of
Australia and the Financial Planners Association of Australia.

In addition to these specific priorities, AUSTRAC continued to have a strong focus on the
regulation of the range of cash dealers. For instance, joint studies were undertaken with the
four major banks (Westpac, Commonwealth, ANZ and National Australia Bank) and cash
dealers from the TAB, credit union, building society and finance corporation sectors.

Collection of FTR information

AUSTRAC receives FTR information from cash dealers, solicitors and the general public in a
variety of formats. Cash dealers are required to report:

= significant cash transactions - any transaction involving a cash component of A$10,000
or more, or the equivalent in foreign currency;

= international funds transfer instructions - any instruction transmitted electronically,
either into or out of Australia, for the transfer of funds; and

= suspect transactions - any transaction that arouses suspicions with the cash dealer due
to either the monies or individuals involved in the transaction.

Solicitors are also required to report any significant cash transactions to which they are a
party while members of the general public are required to complete an international
currency transfer report when mailing, shipping or carrying currency into, or out of, Australia.

14
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Of all the reports received by AUSTRAC during the reporting year, over 97.5 per cent were
electronically provided by cash dealers using software specifically developed by AUSTRAC.
The remainder of the reports were provided on the approved paper format. We have
implemented a number of plans to increase the use of electronic reporting options.
Electronic reporting allows AUSTRAC to analyse and quickly disseminate vital FTR
information to our partner agencies, to aid in their investigations.

During the reporting year we fully implemented an in-house scanning and data entry unit to
process paper reports. Our data entry contract with the Australian Securities and
Investments Commission (ASIC) also continued to be used. While ASIC resources will still be
used in the future, expectations are that the level of ongoing paper reporting will
significantly diminish during the new reporting year.

To encourage the move to electronic reporting, R&C staff and AUSTRAC’s IT contractors
together developed an internet web-based reporting format (EDDSWeb). Another user-
friendly data entry option utilising a commercially available software application (MS Excel)
was also developed. In the latter part of the reporting year, cash dealers with a history of
high volume paper reporting were contacted and encouraged to adopt the new forms of
electronic reporting. All of these cash dealers are now reporting through electronic means.
For more information regarding EDDSWeb refer to page 71.

AUSTRAC’s policy now includes the electronic options developed
during the year as the approved reporting method. Cash dealers
with access to computers and with an expectation of other than
minimal reporting volumes are required to use the electronic
options. AUSTRAC will continue to assist cash dealers in this
transition.

15
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FTR statistics

Significant cash transaction reports (SCTRS)

When a transaction involves currency of A$10,000 or more, cash dealers and solicitors are
required to provide AUSTRAC with a SCTR. This can be done by completing a paper report
manually, or reporting electronically. In the reporting year, 94.7 per cent of SCTRs were
reported electronically to AUSTRAC. Table 4.1 shows that the four major banks provided
83.8 per cent of all SCTRs. There was a 10.1 per cent increase in the number of SCTRs
received by AUSTRAC compared with the 2000-01 reporting year.

Major banks (big four) 1,206,329 1,072,695 1,191,156 1,398,858 1,551,054
Other banks 116,744 194,899 219,391 184,494 184,658
Other cash dealers* 61,409 74,700 82,388 97,672 115,092
TOTAL 1,384,482 1,342,294 1,492,935 1,681,024 1,850,804

X % Includes solicitors who
% change from previous commenced reporting
year’s total 25.8% -3.5% 11.2% 12.6% 10.1% from 15 May 1997

Table 4.1: SCTRs totals 1997 - 2002
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Figure 4.1: Trends in SCTRs reporting 1997 - 2002
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International funds transfer instructions (IFTIs)
Instructions to transfer funds into or out of Australia electronically are known as IFTIs. Cash
dealers are required to report all IFTIs transmitted or received on behalf of their customers.

Approximately 98.4 per cent of IFTIs recorded on the AUSTRAC database during the
reporting year were reported to AUSTRAC electronically.

Table 4.2 shows that the four major banks provided approximately 73.6 per cent of all IFTIs.
There was a 15.5 per cent increase in the number of IFTIs reported to AUSTRAC compared
to the previous reporting year.

Major banks (big four) 3,882,778 4,072,695 4,420,686 4,709,337 5,191,247
Other banks 739,768 864,345 795,087 832,950 964,085
Other cash dealers 370,519 273,799 322,270 565,247 901,752
TOTAL 4,993,065 5,177,423 5,538,043 6,107,534 7,057,084

% change from previous
year’s total 16.5% 3.7% 6.9% 10.3% 15.5%

Table 4.2: IFTI totals 1997 - 2002
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Figure 4.2: Trends in IFTI reporting 1997 - 2002
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International currency transfer reports (ICTRS)

Since 15 May 1997, ICTRs have been required from persons carrying or transferring
currency or mailing or shipping currency of A$10,000 or more (or foreign currency
equivalent) into or out of Australia. Prior to that date, ICTRs to the value of A$5,000 or more
had to be reported. All ICTRs are reported on paper.

Table 4.3 shows there was a 10 per cent increase in the number of ICTRs received in
2001-02 compared with the previous reporting year.

Less than A$10,000 966

Equal to or more than

A$10,000 20,794 23,547 21,212 26,858 29,538
TOTAL 21,760 23,547 21,212 26,858 29,538

% change from previous
year total -53.9% 8.2% -9.9% 26.6% 10.0%

Table 4.3: ICTRs totals 1997 - 2002
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Figure 4.3: Trends in ICTRs reporting 1997 - 2002
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Suspect transaction reports (SUSTRS)

During the reporting year AUSTRAC received 7,809 SUSTRs from cash dealers. This was an
increase of 562 reports compared with the previous financial year. Cash dealers reported
most suspect transactions to AUSTRAC on paper forms, with 14.5 per cent of SUSTRs being
received electronically.

AUSTRAC analysts processed all SUSTRs by:

= checking each report for quality and completeness;
< advising the reporting cash dealer that AUSTRAC had received the report;

= entering data for each report into the Transaction Reports Analysis and Query system
(TRAQ) database;

= determining a suspected criminal activity type from the reasons for suspicion outlined by
the cash dealer; and

= disseminating each report to an appropriate partner agency.

Reports lodged by the banking sector continued to provide most suspicious financial activity
reported to AUSTRAC. Table 4.4 shows that there has been a 7.75% increase in the number
of suspect reports lodged this year over the previous year.

New South Wales 3,122 2,933 3,707 3,742 4,275
Victoria 1,726 1,606 1,503 1,554 1,588
Queensland 826 919 921 929 718
South Australia 596 462 404 404 462
Western Australia 445 429 344 456 581
Australian Capital Territory 83 99 72 64 72
Tasmania 63 59 62 49 65
Table 4.4: .
SUSTRs | Northern Territory 16 34 55 49 48
received by
State and | TOTAL 6,877 6,541 7,068 7,247 7,809
Territory
1997 - 2002 | % change from previous
| year total 19.14% -4.89% 8.06% 2.53% 7.75%
8,000
o 7,800 |
[
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Promotion of FTR Act compliance

AUSTRAC’s policy is to maintain cooperative and consultative relationships with cash dealers
and industry bodies. It is through these bodies that we ensure the cash dealer community is
fully informed on changes to the FTR Act and the regulatory environment. To achieve this,
AUSTRAC maintains a number of industry consultative bodies such as:

= the Provider Advisory Group (PAG), which includes representatives from major financial
organisations and their industry representative groups;

= the Gaming Provider Advisory Group (GPAG), a similar group to PAG with representatives
from the casino and bookmaking sectors and their representative groups; and

= the Proof of Identity Steering Committee (POISC), which includes public and private
sector representatives concerned with the broader issue of proof of identity. (For further
details, see Chapter 6.)

The Gaming Industry PAG is a useful forum for the discussion of many issues relevant to the
gaming sector including anti-money laundering strategies

The PAG and GPAG meet on a biannual basis. The meetings allow representatives of
industry and AUSTRAC to ensure that public policy concerns are addressed with due regard
to the commercial impact of legislated compliance activity. They also serve to keep AUSTRAC
aware of relevant developments in the private sector, including new product types, initiatives
in transaction processing and record keeping systems, and trends in criminal or suspicious
activity. AUSTRAC has also kept the cash dealer community informed of important domestic
and international developments through the publication of regular newsletters, information
circulars and guidelines throughout the reporting year. A list of information circulars and
guidelines produced during the reporting year can be found in Appendix V.

An internet and telephone based Help Desk continued to be maintained to assist cash
dealers, solicitors, the general public and law
enforcement agencies in their understanding
of the requirements of the FTR Act. There
was a 75.3 percentage increase in enquiries 1999 - 2000 2,950
through the HeI.p De§k this reporting year. 2000 - 2001 4181
The Help Desk is an important tool in
ensuring that cash dealers and the public are

2001 - 2002 7,328

aware of their reporting obligations. Table 4.5: Queries received through the

Help Desk 1999 - 2002
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Regulatory staff also provided educational presentations to cash dealers on their obligations
under the FTR Act and other relevant issues. During the reporting year, educational visits
were made to cash dealers and relevant industry associations from the following sectors:
banks, merchant banks, remittance dealers, securities dealers and futures brokers,
financial institutions and other regulators. These were further supplemented by numerous
presentations and representations made to industry bodies by members of the AUSTRAC
Executive. These educational visits are seen as vital for promoting and understanding
AUSTRAC, our role and the FTR Act.

Procedural changes during the reporting year have also meant that inspections of cash
dealer records and systems conducted under Section 27C of the FTR Act now contain more
emphasis on explaining the requirements of the FTR Act. Increased use was also made of
interpreter services for cash dealer representatives who do not have a good command of
the English language.

Advertising promotions

During the reporting year a press based advertising campaign was developed to educate
persons associated with businesses remitting funds to overseas beneficiaries on their
obligations under the FTR Act. Remittance dealers are usually community based and provide
financial services as an alternative to the traditional financial services sector. This campaign
is held in abeyance pending resolution of legal issues. The Attorney-General’s Department is
reviewing this matter.

Individual cash dealer compliance improvement

In addition to the specific educational activities undertaken to promote compliance with the
FTR Act, AUSTRAC also reviews various information sources as a guide to assessing the
status of compliance by individual cash dealers. Together with the ongoing monitoring of
reports and information provided by cash dealers, the likely incidence of non-compliance is
also assessed. Relevant liaison then takes place with cash dealer representatives.

Our in-house monitoring program is combined with inspections of relevant systems, records
and controls at cash dealer business premises. During the reporting year we continued to
use a combination of the more comprehensive, system-based reviews (joint studies) and
less complex compliance inspections of records (audits). It is through such inspections that
awareness of reporting obligations is raised and consequently the quality of data received
by AUSTRAC is improved. During the reporting year, staff undertook joint studies or
compliance inspections with cash dealers from the following sectors:

= authorised deposit-taking institutions;

= bureaux de change;

= money transmitters;

= bullion sellers;

= finance corporations;

= building societies;

= credit unions; and

= Totalisator Agency Boards (TABs) and bookmakers.

Considerable work was also undertaken to finalise issues outstanding from inspections
conducted in the previous reporting year. In the main, cash dealers accepted and

implemented recommendations arising from the inspection programs. Joint study reviews
are done on a more cooperative basis and allow both AUSTRAC and cash dealer
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management to receive recommendations on both evidenced non-compliance and controls
weaknesses that may result in future non-compliance. It was satisfying to note that overall,
cash dealers involved in the joint study process have either rectified evidenced non-
compliance or are in the process of implementing recommendations to improve their

training, written procedures and systems.

Planning for the future

During the reporting year an internal review was conducted of our business practices and
processes. The review recommended that AUSTRAC’s regulatory effectiveness needs
improvement and provided a series of initiatives. The main driver for the initiatives, which
require significant enhancement and integration of existing systems or creation of new
systems, is to assist regulatory staff and management to maintain a more efficient means

of:
= ensuring consistency of approach to cash dealers;
managing workloads; and

assessing the ongoing risk of non-compliance by cash dealers.
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Primary Output 1
Deterring money laundering, serious crime and tax evasion

This output refers to the regulatory role of AUSTRAC in creating a
climate of compliance with the reporting and other provisions of the
Financial Transaction Reports Act 1988 (FTR Act). It includes the
provision of electronic delivery mechanisms, automated analytical tools
and other resources that support compliance.

Primary Output 1.1

Collection of FTR information

This output refers to the collection and capture of reports of transactions
or instructions as required by the FTR Act.

Price Performance Measure

The cost of providing primary output 1 was $3.817 million.

Quantity Performance Quality Performance Contribution to
Measure Measure Outcome
AUSTRAC received During the year the Significant increases in
9,026,213 FTR reports number of cash dealers cash dealers and volume
during the year. This reporting electronically reports provides a
represents a 15.7% increased by 45%. stronger base of
increase over the previous intelligence for our partner
year. agencies.
Overall cash dealers are
reporting in a more timely The success of this output
manner. The technical can be determined by the
quality of the reports outcome of Primary
received continued to Output 2.1, 2.2 and 2.3
improve. (see Chapter 5).
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Primary Output 1.2

Promotion of FTR Act compliance

This output refers to the provision of advice and guidance to cash dealers
and the public.

Contribution to
Outcome

Quantity Performance Quality Performance

Measure

Measure

AUSTRAC regulatory staff
met with cash dealer or
industry representatives
on numerous occasions.
This included the long
established Provider
Advisory Groups for
gambling and financial
services sectors.

Improved cash dealer
understanding of their
obligations under the FTR
Act and cooperative
negotiation of major and
minor issues.

Through our liaison and
advertising campaign,
awareness of AUSTRAC
functions and reporting
requirements was raised,
thereby offering law
enforcement more
valuable and immediate
(real time) information to
combat money laundering
During the year 7,328 and other serious crime.
enquiries were handled by

the Help Desk. This was

75.3% higher than the

previous year.

AUSTRAC promulgated:

< Information Circulars
(13)

= Special Bulletins (1)

< Newsletters (2)

Timely development and
distribution.

The website received
approximately 147,000
visits during the year.

AUSTRAC provided a
comprehensive and user-
friendly internet website
presence.

The onsite inspection
program was reviewed to
include an enhanced
educational component.

Presentations and
representations were
made to cash dealers at
relevant industry seminars
and conferences.

An advertising campaign
to advise alternative
remittance dealers of the
requirements of the FTR
Act was developed.
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Results indicate that cash
dealers having undergone
the enhanced process are
now complying with their
obligations.

The advertising campaign
for remittance dealers is
held in abeyance pending
resolution of legal issues.
The Attorney-General’s
Department is reviewing
this matter.
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Primary Output 1.3

Individual cash dealer compliance improvement

This output refers to the range of activities from co-operative joint studies
with cash dealers to enforcement action.

Quantity Performance

Measure

During the reporting year
AUSTRAC undertook 38
inspections or joint
studies.

Inspection activity was
conducted in a variety of
sectors ranging from the
large financial institutions
such as the banking
sector to the more
unregulated alternative
remittance dealers, bullion
sellers and bureaux de
change sectors.

All outstanding issues
from joint study
inspections conducted in
previous years were
completed.

Escalation of issues of
non-compliance was
undertaken in a limited
number of major financial
service organisations.

Prosecution action was
recommended for several
cash dealers involved in
remitting funds to
overseas beneficiaries.
Legal issues currently
being addressed by the
Attorney-General’s
Department led to the
postponement of
consideration of
prosecution action.

Quality Performance
Measure

The vast majority of
recommendations arising
from joint studies were
accepted and
implemented by the cash
dealers concerned
resulting in improved
compliance. We continued
to work with cash dealers
to resolve any outstanding
issues.

AUSTRAC made a
deliberate decision to
strengthen our approach
to all aspects of our
regulatory work including
enforcement of
recalcitrant cash dealers.
This has led to the
elevation of some issues
to higher executive
management levels of
cash dealers, better
clarification of penalties
associated with non-
compliance and in some
instances progress
towards prosecution.

Contribution to
Outcome

Acceptance of
recommendations
resulted in rectification of
non-compliance by certain
cash dealers, as well as
fostering the development
of a more comprehensive
framework of compliance
by cash dealers subject to
a joint study review.

New product types were
identified during the joint
study process that had
previously not been
treated as accounts.

Publication and
implementation of the
AUSTRAC Enforcement
Policy has provided a
firmer framework both for
AUSTRAC regulatory staff
and cash dealers.
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Provision of value added FTR information
through analysis

Analytical work

A small team of analysts at AUSTRAC continued to utilise suspect transaction reports
(SUSTRs) and the automated money laundering monitoring system, TarglT, to develop and
channel financial intelligence to our partner agencies.

TargIT provides AUSTRAC with the capability to identify clusters of suspicious financial activity
centred around recurring details reported on successive financial transaction reports
including SUSTRs and other FTR information.

This, coupled with effective tactical analysis software and skilled analysts, enabled AUSTRAC
to draw attention to the financial activity surrounding a wide variety of criminal and revenue
evasion matters, including some matters of potential relevance to Australia’s national
security. Our analysts prepared 605 financial intelligence assessments this year and
processed a further 7,809 suspect transaction reports. Further information can be found in
the tables at the end of this chapter.

We continued to work closely with the National Crime Authority’s (NCA) Agio task force to pool
financial and operational intelligence that was subsequently disseminated by the NCA to our
partner agencies as integrated intelligence reports. The Agio task force comprises

D i Rk +)** Fkk )** ke S)** R

| |
Figure 5.1: Suspect activity types identified for 2000-2001 and 2001-2002
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representatives from the NCA, Australian Federal Police (AFP), Australian Customs Service
(ACS), ATO, Australian Bureau of Criminal Intelligence (ABCI), Australian Securities and
Investments Commission (ASIC) and AUSTRAC.

The Agio task force added value to 12 per cent of the matters identified by TargIT and
analysed by AUSTRAC, while our partner agencies received a further 57 per cent of those
matters directly. The Agio task force referred 44 matters containing pooled intelligence to
partner agencies.

Activity type statistics and trends

During the reporting year, AUSTRAC received 7,809 SUSTRs from cash dealers, compared
with 7,247 in 2000-01. AUSTRAC analysts assessed each SUSTR and determined the
suspicious activity type based on objective criteria used to evaluate the grounds for suspicion
in the SUSTR. It should be noted that more than one suspicious activity type could be used to
classify a SUSTR; therefore, the sum of the individual activity types was greater than the
number of SUSTRs received.

During the reporting year we greatly increased our analytical support to the ATO through the
provision of advanced FTR analysis and assessments. These were disseminated to the ATO to
assist in their work on the cash economy, fraud intelligence and strategic risk management.
Further work in this area is dependant on the demands from our other partner agencies
requiring careful consideration and priorisation to ensure the need of all agencies are
adequately met.

Committees/taskforces

We continued to participate in a number of law enforcement and ATO forums throughout the
reporting year, including: the NCA task forces (National Coordination Committee and regional
committees) the Joint Management Group and Joint Analyst Group in Western Australia; the
NSW Fraud Coordination Group; the NSW Senior Intelligence Officers Group; the NCA Agio
task force Management and Executive groups; the Justice and Customs Intelligence Action
Group; the Commonwealth Law Enforcement
Intelligence Consultative Committee; the National lllicit
Drug Strategy Information Technology Working Group
and the ATO Cash Economy Task Force, as well as
other inter-agency law enforcement groups. We are
also participating in Working Groups involving the
development of the Australian Crime Commission
(ACC) due to commence in January 2003.

Of particular note was the release during the year of
an Australian National Audit Office (ANAO) report on
the ATO’s progress in addressing the cash economy.
The report contained the following recommendation: A working group assisting the
NCA Agio Task force.

The ANAO recommends that, to enhance

ATO cash economy intelligence, the ATO

takes further action to use AUSTRAC data

more strategically in its cash economy project teams by:

o ensuring that, in conjunction with AUSTRAC, the lines of
communication are clarified and effective partnerships established
and ensuring that appropriate ATO officers are fully trained in the
use of AUSTRAC data for undertaking cash economy work.

We are working closely with the ATO in seeking to progress the issues raised by the ANAO.
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Money laundering typologies

Our contributions to international workshops are critical to combating international
organised crime and terrorism domestically. From the information we had gleaned working
with our international colleagues at the workshops outlined in Chapter 7 we were able to
develop a small number of new money laundering models that are now being effectively
applied in our automated monitoring systems.

New macro tool

Work was carried out during the reporting year to develop a new macro analytical tool that
enables the extraction and analysis of financial information relevant to the movement of
currency into and out of Australia. The data resulting from the use of this tool will assist
AUSTRAC and key law enforcement and revenue agencies in undertaking strategic analysis
and targeting. The online release of this new analytical tool to external staff is pending an
internal evaluation.

Progressing the TargIT philosophy through data mining solutions

Financial transaction reports information has been a critical element in many high-profile
illicit drug investigations and revenue matters. Our partner agencies have not only used FTR
information to assist in reactive investigations of known suspects, but they have also used
FTR information to initiate major investigations and audits.

Financial activity related to a number of large-scale drug syndicates and major revenue
cases has been successfully detected by AUSTRAC's rule-based automated money
laundering monitoring system, Targ|T. TargIT was developed by AUSTRAC from the National
Illicit Drugs Strategy (NIDS) funding in 1998 and has proven to be a sound investment.

There have been notable shifts in patterns of activity ordinarily associated with large-scale
drug trafficking, which may be due to a number of factors. We need to ensure that the rules
used in TargIT to detect financial flows related to drug trafficking, revenue evasion, terrorist
financing and other major criminal activity remain current and effective. The increasing use
of legitimate small value funds, for example in supporting terrorism, creates significant
difficulties in identifying these finances. New strategies are being considered, such as the
use of more sophisticated data mining and neural network analysis tools. With this in mind
for example we have worked with members of the ATO to develop specific clauses in the
rules that aim to detect cases of serious tax evasion.

In recent years, data mining applications have become available that offer comprehensive
data mining solutions to organisations (such as AUSTRAC) that collect, compile and analyse
vast amounts of information. Data mining enables the extraction of useful information that
cannot be obtained through traditional database query or reporting.

This is important as the events of September 11 have highlighted a number of factors which
are changing the focus of our approach. In consultation with the ACS, AFP and NCA, early in
the next year, we will evaluate and trial commercial ‘off-the-shelf’ data mining tools. This
evaluation follows a review of data mining products and capabilities which was conducted by
AUSTRAC this year.

Data mining can be expected to provide AUSTRAC’s partner agencies with the benefit of
previously unavailable analytical capabilities. Data mining could be used to identify patterns,
trends and specific instances of financial activity related to illicit drug trafficking, revenue
evasion and terrorist funding and to prioritise the many potential criminal networks that are
identified by our TargIT applications. The review indicated that a data mining capability
should provide substantial benefit to our partners in better assisting them in case selection.
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The capability of our partner agencies to effectively analyse the more than 50 million
financial transaction reports now held by AUSTRAC, is limited to very specific enquiries using
existing systems. The review considered that data mining tools may offer the potential to
discover information that could identify new and unknown financial patterns related to illicit
drug trafficking, revenue evasion and terrorist financing, by allowing analysts to go beyond
the bounds of the prescriptive search parameters currently available from our systems.

The review concluded that data mining tools could be used to:

* maintain the effectiveness of AUSTRAC'’s automated money laundering monitoring
systems by ensuring that Targ|T continues to effectively identify financial activity related
to illicit drug trafficking, revenue evasion and other offences, including terrorist financing
that we are only beginning to explore;

¢ identify systemic data quality issues so that AUSTRAC can assist cash dealers in
providing the highest quality data, leading to better quality analysis of financial activity
related to illicit drug trafficking and other offences; and

* facilitate research into suspicious financial activity to develop and assist in the
development of the next generation of automated money laundering monitoring
systems.

Promotion of effective use of FTR information

AUSTRAC has continued to promote the effective use of FTR information by our partner
agencies. Our intensive onsite support program, which is funded through the National lllicit
Drugs Strategy, and our ATO support team, remained as central platforms in this effort. With
eight staff outposted to operational areas of various partner agencies throughout Australia,
the intensive onsite support program enables AUSTRAC to deliver a high level of training and
support to law enforcement, revenue and security agencies, Commonwealth Royal
Commissions and national task forces. This reporting year we undertook a review of the
onsite support program to gauge its value and effectiveness. The results of the review were
very positive and concluded that the program provided:

¢ increased integration of financial intelligence into illicit drugs and serious crime
investigations;

¢ improved standard operational procedures which now reflect the need for the inclusion
of financial intelligence in investigations;

* ademonstrated increase in the overall awareness of the value and benefits of using FTR
information; and

e noticeable improvement in the level of sophistication in the use of TES2000.

Our Senior Partner Support Officer based in Western Australia retired during the reporting
year after more than 10 years with AUSTRAC. As a result, agencies in South Australia and
the Northern Territory were reassigned to Partner Liaison and Support (PLS) members
based in Melbourne and Sydney. To ensure that a base in Perth was maintained, we
recruited a new officer to manage partner agencies in that State. The current deployment of
staff is as follows:

* an officer outposted to the AFP Brisbane, providing support to all partner agencies in
Queensland;

* an officer outposted to the AFP Perth, working with all partner agencies in Western
Australia;
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* three officers in Sydney: one providing support to the AFP Sydney and the ACS in NSW;
one providing support to the NCA Sydney and the NSW Crime Commission as well as
assisting all partner agencies in the Northern Territory; and one outposted part-time at
NSW Police as well as providing support to ASIC, the Independent Commission Against
Corruption (ICAC), the Police Integrity Commission (PIC) and the NSW Office of State
Revenue (NSW OSR);

* three officers in Melbourne: one outposted to the AFP Melbourne and also assisting
ASIC Melbourne and the Victorian State Revenue Office (SRO); one situated in the NCA
Melbourne and also working with the Victoria Police and all partner agencies in South
Australia; and one outposted to the ACS Melbourne, providing support to the Building
and Construction Industry Royal Commission and all partner agencies in Tasmania; and

* two officers based in the AUSTRAC Sydney office, one providing support to the ATO
throughout Australia and the other providing training and support to the HIH Royal
Commission and all partner agencies in the ACT.

The AUSTRAC Manager,
Partner Liaison and
Support in Brisbane with
the Acting Director. The
officer provides support
to all partner agencies in
Queensland.

Training and support

During the reporting year AUSTRAC worked on standardising our training methods. We
reinforced the importance of providing all online users with introductory training and revised
our intermediate and advanced training modules. As a result of this review, we have
developed customised training packages focused on the needs of online users. We also

produced an improved TES2000 training brochure detailing
additional search techniques and functions, which includes a ‘best
practice’ diagram for online users.

As reported last year, the Australian National Audit Office
recommended, among other things, that the ATO ‘enhance its
current AUSTRAC training program to ensure that ATO staff have a
better understanding of the potential benefit of using AUSTRAC
data and are more proficient in using the AUSTRAC database.’ *

We continued to work with the ATO in developing and S
implementing a joint training and awareness strategy to address T”LS.'ZOD_O
this issue. A major component of the strategy is the development R"'"N""(-:
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* The Australian Taxation Office's use of AUSTRAC Data, Australian National Q 1

Audit Office, Audit Report No. 7 2000-2001
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