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14.

15.

16.

17.

18.

Relevant sections of the AML/CTF Act  

19. Under subsections 123(1) and 123(2) of the AML/CTF Act, it is a criminal offence for a reporting entity 

to disclose to someone other than AUSTRAC: 

a. that the reporting entity has reported a suspicion to AUSTRAC; or  

b. that the reporting entity has formed a reportable suspicion; or  

s 47G(1)(a)
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29. The exemption instrument applies to both CBA and reporting entities within the CBA DBG. CBA must

enter into an agreement with each entity within the CBA DBG authorising CBA to act on their behalf.

30. The exemption instrument requires that:

a. CBA conduct employee due diligence and AML/CTF risk awareness training for all CBA India

employees that have access to SMR information

b. CBA India employees be approved in writing by CBA’s AML/CTF Compliance Officer to receive

SMR information

c. CBA India employees access the SMR information through the systems provided by CBA

s 47G(1)(a)
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d. CBA India enter into a confidentiality agreement with CBA about protecting the confidentiality 

of the information, controlling the use of the information and to ensure that the information is 

used only for the purpose for which it is disclosed 

e. CBA’s compliance with the exemption conditions be subject to ongoing oversight of the CBA 

board and senior management 

f. CBA conduct audit of CBA’s compliance with the conditions as part of its regular independent 

review of its Part A, AML/CTF program.  

32. CBA has reviewed the draft instrument and provided comments, which have all been addressed.   

Issues 
33. The exemption application has been considered in accordance with Guidance note 15/01 – Application 

for exemptions and modifications under the AML/CTF Act while taking into account matters for which 

the AUSTRAC CEO must have regard in performing his or her functions under subsections 212(3) and 

212(4) of the AML/CTF Act.  

34. When considering an exemption that could reasonably be expected to have an impact on the risk 

associated with money laundering or the financing of terrorism as that risk applies to a designated 

service, the AUSTRAC CEO (or delegate) must be satisfied for the purposes of subsection 212(3A) of the 

Act that the risk associated with the proposed exemption, is low. Subsection 212(3A) does not require 

that the sector or designated service be low risk in order for a modification to be granted.1 

Risk profile of the applicant, the designated services, or the circumstances in which 
the designated services are provided (paragraphs 212(3)(b) and (d) of the AML/CTF 
Act)  

35. Policy and REM have assessed the information provided by CBA in support of its application and are 

satisfied that the ML/TF risk associated with granting relief is low.   

36. A standard risk assessment matrix has not been applied in this case. The risk assessment matrix is used 

to determine whether the risk associated with the provision of a designated service is low. This is 

appropriate in cases where an applicant is seeking an exemption from obligations under the AML/CTF 

Act that they consider inappropriate or overly burdensome. CBA is not seeking an exemption from their 

AML/CTF obligations. 

                                                
1 Revised Explanatory Memorandum, Anti-Money Laundering and Counter-Terrorism Financing Amendment Bill 2017 (Cth) [227]-[229]. 

s 47G(1)(a)
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s 47G(1)(a)
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Impact on the integrity of the financial system, and consistency with the intent and 
purpose of the FTR Act and AML/CTF Act and Rules (paragraphs 212(3)(a) and (b) 
of the AML/CTF Act)   

40. Policy and REM consider that granting this exemption would not adversely impact the integrity of the

financial system and would be consistent with the purpose of the AML/CTF regulatory regime. The

exemption will facilitate CBA’s continued compliance with its AML/CTF obligations and ML/TF risk

management.

Legislative intent of tipping off 

41. The legislative intent of the tipping off prohibition is to ensure that customers are not made aware that

a reporting entity has formed a suspicion or submitted an SMR in relation to their activities, which may

prejudice investigations by law enforcement and endanger the person who submitted the SMR. In

lifting this prohibition, the greatest risk is the removal of the protection it provides to reporting entities,

individuals completing and submitting SMRs and to law enforcement acting on the information

provided.  

Level of regulatory burden to which the applicant is being subject (paragraphs 
212(3)(c) and (g) of the AML/CTF Act)  

s 47G(1)(a)

s 47E(d)Rele
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Impact on the market-place and competitive neutrality (paragraphs 212(3)(e), (f) 
and (g) of the AML/CTF Act)  

44. Policy and REM do not consider that granting the proposed exemption would have an appreciable

impact on the market place or competitive neutrality. It is likely that other reporting entities will

establish similar arrangements to CBA, which may pose an issue for competitive neutrality if future

exemption applications are refused.

Consistency in regulation (paragraph 212(3)(i) of the AML/CTF Act) 

45. AUSTRAC has previously exempted a number of entities from the application of the tipping-off

prohibition, where doing so is consistent with:

a. The policy objectives of the tipping-off provisions (i.e. not prejudicing investigations by law

enforcement or endangering the person who submitted the SMR); and

b. The objects and purpose of the AML/CTF Act in enhancing a reporting entity’s ability to detect,

deter, and disrupt ML/TF and other serious crimes.

46. Policy and REM consider that the exemption is consistent with previous exemptions that have been

granted in relation to tipping off. AUSTRAC has previously exempted Onepath, CBA, TAB, HSBC and

AMP Life from certain tipping off offences.2 Each of these exemptions were granted in relation to the

specific circumstances of the applicant and were limited in nature.

47. The exemption sought by CBA most closely resembles the exemption granted to HSBC on 29 June 2019

and which was recently extended for another two years. Exemption 3 of 2020 allows HSBC Australia’s

AML investigations team to make disclosures relating to SMR obligations to the HSBC Global Service

Centre (GSC) headquartered in India. The GSC is a corporate service subsidiary and the legal entity to

which GSC belongs is a wholly owned subsidiary of HSBC Holdings plc.

48. To the extent that granting an exemption to CBA would establish a precedent, any such precedent

would be consistent with the intent and purpose of the AML/CTF Act and decisions taken by AUSTRAC.

Implications for future exemption requests 

49. It is likely that the granting of this exemption to CBA will result in future applications from other

reporting entities that wish to establish similar offshore service entities to undertake some AML/CTF

2 Onepath/ANZ Exemption 6 of 2019, CBA Exemption 5 of 2018, TAB Exemption 7 of 2016, HSBC Exemption 
3 of 2020 and AMP Life Exemption 2 of 2020  

s 47G(1)(a)
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4. 

5. On 3 December 2020, AUSTRAC granted CBA an exemption to enable the disclosure of SMR 

information to CBA India (Exemption 17 of 2020). This exemption memorandum deals with the second 

aspect of the exemption application – that is, to enable CBA to disclose s. 49 notice related information 

to employees of CBA India.  

6. 

7. 

8. CBA is required to implement internal controls to mitigate the risks of tipping off, which mirror existing 

requirements under the AML/CTF regime for reporting entities in relation to their own employees 

located onshore. Exemption 17 of 2020 requires CBA to: 

 ensure that the information is only used to provide AML/CTF services 

 conduct employee due diligence and AML/CTF risk awareness training for all CBA India 

employees that are granted access by the CBA AML/CTF Compliance Officer to SMR and s. 49 

notice related information 

 requiring confidentiality agreements to be signed by the offshore subsidiary  

 ensuring oversight and governance of these arrangements by the CBA board and senior 

management  

 conducting audits and internal reviews.  

9. This  modification instrument covers both SMR and s.49 notice related information and includes 

additional requirements, including that: 

s 47G(1)(a)

s 47C(1)
s 47G(1)(a), s 47E(d)
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