Request to access AUSTRAC information under section 125 of the AML/CTF Act

Who should use this form
Amendments to the Anti-Money Laundering and Counter-Terrorism Financing Act (AML/CTF Act) came into effect on 17 June 2021. These amendments allow Commonwealth, State and Territory agencies (including agencies that were not designated agencies under the AML/CTF Act before the amendments) to request access to AUSTRAC information for the purposes of performing the agency’s functions and duties, and exercising its powers. 
If your agency had access to AUSTRAC information prior to these amendments, your access will continue and you don’t need to submit this form.
How to complete this form
All fields must be completed to allow the AUSTRAC (or delegate) to determine whether to authorise access. You can complete the form electronically, or download and print the form.
A requesting agency must:
make full and frank disclosures in all of its submissions and representations
promptly provide any information requested by AUSTRAC in relation to this request
ensure it understands its obligations under the AML/CTF Act and Privacy Act 1988 (Privacy Act), if applicable.
The declaration at the end of this form must be completed by a Senior Executive Service officer (or equivalent at the requesting agency). 
Provide the details of officials, or class of officials, who will be accessing AUSTRAC information at Attachment A of this form.
If you wish to provide further information in support of this request, you can provide this at Attachment C.
State and Territory agencies
If the requesting agency is a State or Territory agency, the head of the agency must also complete the privacy undertaking (Attachment B of this form).
For further information on this requirement, please refer to subsection 125(2) of the AML/CTF Act. 

How we will assess your request
AUSTRAC will:
assess requests in accordance with its policies and procedures for authorising access to AUSTRAC information
if necessary, request additional information from the requesting agency or consult with any relevant agency or department
where relevant, notify the requesting agency of any proposal to disclose information provided in this form to another agency or department 
notify the requesting agency of AUSTRAC’s decision whether to authorise access to AUSTRAC information, including providing reasons for the decision. 
When considering your request, AUSTRAC will consider whether access to AUSTRAC information is required to assist the requesting agency to perform its functions and duties, and exercise its powers. AUSTRAC will also assess the extent to which your agency’s use of AUSTRAC information will support efforts to combat money laundering, terrorism financing and other serious crimes, or align with any other functions of the AUSTRAC under section 212 of the AML/CTF Act.
We will consider whether your agency has appropriate and effective security protections in place, or if such protections will be implemented, to ensure the proper handling, storage, use and protection of AUSTRAC information. 
Relevant security considerations include pre-employment screening, security clearances, IT security arrangements, and notification procedures for the loss or unauthorised access, use or disclosure of personal or sensitive information. AUSTRAC must also balance the needs of agencies seeking access to AUSTRAC information with the need of individuals to have their personal information protected under the Privacy Act. 
If the request is supported by AUSTRAC, the requesting agency will be required to enter into a memorandum of understanding with AUSTRAC before any specified officials of the agency are authorised by the AUSTRAC (or delegate) to access AUSTRAC information under an Instrument of Authorisation. 
Submitting your request form
Once complete, email the form to Domestic_MOU_Review@austrac.gov.au including any attachments that are relevant to the request

Request to access AUSTRAC information under section 125 of the AML/CTF Act

Name of requesting agency
	Click or tap here to enter text.

Name, position and contact details of the requesting officer (phone and email address)
	Click or tap here to enter text.

Name, position and contact details of the contact officer (if different from the requesting officer)
	Click or tap here to enter text.

Reasons for requesting access to AUSTRAC information
	Click or tap here to enter text.

Functions, duties and powers of the requesting agency
You may wish to refer to the legislation that establishes, or governs the operation of, the requesting agency and the source of the agency’s investigative, enforcement or regulatory powers.
	Click or tap here to enter text.

Alignment to AUSTRAC objectives
Detail how your agency’s functions, duties and powers support domestic and international efforts to combat money laundering, terrorism financing and other serious crimes, or align with any other functions of the AUSTRAC under section 212 of the AML/CTF Act. You may also refer to the objects of the AML/CTF Act set out in section 3 of the Act. 
Click or tap here to enter text.

Privacy and security
Detail information security protections that are in place, or will be implemented, to ensure the proper handling, storage, use and protection of AUSTRAC information. 
The sophistication and sensitivity of the requesting agency’s existing information needs may also be considered.
	Click or tap here to enter text.



AUSTRAC requires users of its system to have a minimum baseline security clearance to access AUSTRAC information. The Australian Government Security Vetting Agency (AGSVA) is the central vetting agency for the Australian Government and conducts security clearance for federal, state and territory agencies. Please visit the AGSVA website to find out how to apply for a security clearance:  https://www1.defence.gov.au/security/clearances/applicants-holders/getting-a-security-clearance
Provide details of security clearances held by specified officials. For State or Territory agencies, where specified officials do not currently have an AGSVA security clearance, provide details of relevant employment screening and personnel security arrangements.
	Click or tap here to enter text.

IT requirements
Provide details of the position or area within the requesting agency with responsibility for verifying the employment status/security clearance of specified officials.
	Click or tap here to enter text.

Provide contact details of the requesting agency’s IT technical lead (name, email, phone number).
	Click or tap here to enter text.

Provide details of the requesting agency’s internet network bandwidth.
	Click or tap here to enter text.


Chrome and Firefox browsers are required when accessing the AUSTRAC system. Please confirm that Chrome or Firefox browsers are currently in use by the requesting agency, or that Chrome or Firefox can be installed and supported in the requesting agency’s standard operating environment.
	Click or tap here to enter text.


(Form continues on following page)


Frequency of access and use
Provide an estimate of how frequently specified officials are likely to access AUSTRAC information and time of day they will access the information (if known).
	Click or tap here to enter text.

Declaration (to be completed by a Senior Executive Service officer or equivalent at the requesting agency)
I declare that the information contained in this form, including all attachments, is true, accurate and complete. 
Signed (print and sign or add e-signature):
	


Date: Click or tap to enter a date.
Name: 
	Click or tap here to enter text.

Title: 
	Click or tap here to enter text.

Agency:
	Click or tap here to enter text.


Ensure you have completed Attachment A on the following page, and Attachments B or C if required.
Once complete, email this form to Domestic_MOU_Review@austrac.gov.au



Attachment A: 
List of specified officials
Please list the individuals or class of officials (“specified officials”) who need access to AUSTRAC information. You can request access for a class of officials by providing the name of the division or branch, and the APS levels (or equivalent) and number of users within that work area requiring access.
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Attachment B: 
Privacy undertaking
This section must be completed by the head of a State or Territory agency requesting access to AUSTRAC information.
I undertake to the AUSTRAC that 
Click to add name of agency.
[bookmark: _GoBack]and its officials will comply with the Australian Privacy Principles in respect of AUSTRAC information, as defined from time to time, obtained under the provisions listed in subsection 125(2) of the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (the Act), as required by that subsection.
Signed (print and sign or add e-signature):
	


Date: Click or tap to enter a date.
Name: 
	Click or tap here to enter text.

Title: 
	Click or tap here to enter text.

Agency:
	Click or tap here to enter text.


In this undertaking Australian Privacy Principles has the same meaning as in the Privacy Act 1988. 


Attachment C: 
Further information

	Click or tap here to enter text.
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